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The e-Business W@tch  

The European Commission, Enterprise & Industry Directorate General, launched the e-Business W@tch to 
monitor the growing maturity of electronic business across different sectors of the economy in the enlarged 
European Union, EEA and Accession countries. Since January 2002 the e-Business W@tch has analysed e-
business developments and impacts in manufacturing, financial and service sectors. Results are available on the 
internet and can be accessed or ordered via the Europa server or directly at the e Business W@tch website 
(www.europa.eu.int/comm/enterprise/ict/policy/watch/index.htm or www.ebusiness-watch.org).  

This report is a special study on information and network security and on e-payment activity in European 
enterprises. It analyses the role of information and network security in the pace and success (or otherwise) of e-
business uptake in Europe. A special focus within the study is on the adoption of e-payment activities in 
enterprises. The study is largely based on an ICT survey among 5200 enterprises in seven countries in the 
European Union, conducted by e-Business W@tch in 2005.  

Disclaimer 

Neither the European Commission nor any person acting on behalf of the Commission is responsible for the use 
which might be made of the following information. The views expressed in this report are those of the authors and 
do not necessarily reflect those of the European Commission. Nothing in this report implies or expresses a 
warranty of any kind. Results from this report should only be used as guidelines as part of an overall strategy. For 
detailed advice on corporate planning, business processes and management, technology integration and legal or 
tax issues, the services of a professional should be obtained. 
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Introduction to the e-Business W@tch  

e-Business W@tch – observatory and intermediary since late 2001 

The European Commission’s e-Business W@tch monitors the adoption, development and impact of 
electronic business practices in different sectors of the economy in the enlarged European Union. The 
background of this initiative was the eEurope 2002 Action Plan, which provided the basis for targeted 
actions to stimulate the use of the Internet for accelerating e-commerce, acknowledging that 
"electronic commerce is already developing dynamically in inter-business trading" and that "it is 
important for SMEs not to be left behind in this process." The eEurope 2005 Action Plan confirmed 
and built further upon these objectives with Action 3.1.2 "A dynamic e-business environment", which 
defined the goal "to promote take-up of e-business with the aim of increasing the competitiveness of 
European enterprises and raising productivity and growth through investment in information and 
communication technologies, human resources (notably e-skills) and new business models". 

It is against this background that the European Commission, Enterprise Directorate General, launched 
the e-Business W@tch in late 2001. The objective of this initiative is to provide sectoral analysis based 
on empirical research, including representative enterprise surveys in countries of the European Union, 
the EEA and Accession States, with special emphasis on the implications for small and medium-sized 
enterprises (SMEs).  

Since its launch, the e-Business W@tch has published more than 60 e-Business Sector Studies on 17 
different sectors of the European economy, three comprehensive synthesis reports about the status of 
electronic business in the European Union, three statistical pocketbooks and various other resources 
(newsletters, special issue reports, etc). These are all available on the website at www.ebusiness-
watch.org (‘resources’). 

The quantitative analysis about the diffusion of ICT and e-business is based to a large extent on 
regular representative surveys among decision-makers in European enterprises. The e-Business 
Survey 2005 covers more than 5000 enterprises from 10 different sectors across 7 EU member states. 
In addition, more than 70 case studies on e-business activity in enterprises from all EU, EEA and 
Accession countries are carried out, to complement the statistical picture by a more detailed analysis 
of current e-business practices.  

Survey results of the previous years have confirmed the initial assumption and rationale of the e-
Business W@tch that the sector in which a firm operates and the size of a company, rather than its 
location, are the main determinants of its e-business activity. The large demand for the various 
publications and statistics provided by the e-Business W@tch, and their exploitation by other research 
institutions (for example, in the EITO Yearbook 2003 and in the OECD Information Technology 
Outlook 2004), document the demand for sectoral e-business analysis. Facilitated by positive 
responses and the growing interest in its analysis, the e-Business W@tch is increasingly developing 
from an observatory into a think-tank and intermediary, stimulating the debate about the economic and 
policy implications of e-business among stakeholders at an international level. 

The wide-angle perspective: e-Business W@tch provides the "big picture" as a 
basis for further research  

The mission of the e-Business W@tch is to present a "wide-angle" perspective on e-business 
developments and practices in the sectors covered. This has important implications regarding the level 
of detail in which various issues can be explored, both in terms of the quantitative picture (survey) and 
in terms of the qualitative assessment and background research.  

Over the past 10 years, "electronic business" has increased from a very specific to a very broad topic 
to be studied. The OECD proposes a definition of e-business as "automated business processes (both 
intra-and inter-firm) over computer mediated networks". This definition is useful as it makes clear that 
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e-business is more than e-commerce (which focuses on commercial transactions between companies 
and their customers, be it consumers or other companies) and that e-business includes internal 
processes within the company as well as processes between companies. Furthermore, the OECD 
definition implicitly indicates that the focus and main objective of electronic business is to be found in 
business process automation and integration, and the impacts thereof.  

This implies that the potential scope for e-business analyses has also broadened. The measurement 
of e-commerce transactions (the volume of goods and services traded online) can and should be 
complemented by studies analysing the degree to which business processes, including intra-firm 
processes, are electronically linked to each other and have become digitally integrated. Hence, it 
becomes practically impossible to cover in depth all areas and facets of e-business in one study. 
Thus, study scope needs to be carefully defined.  

The e-Business W@tch Sector Studies apply a wide-angle perspective and zoom into selected 
aspects of electronic business only. In general, studies with a wide-angle approach allow for a wider 
range of issues to be covered and investigated at the same time. This, however, necessarily limits the 
level of detail in which each single issue is explored. This must be considered when using the Sector 
Studies prepared by the e-Business W@tch. 

The role of economic analysis in the Sector Reports 

In addition to the analysis of e-business developments, the e-Business W@tch Sector Studies also 
provide some background information on the respective sector. Following the configuration of the 
sector (on the basis of NACE Rev. 1.1 classification) at the introduction of each study, this overview 
includes some basic industry statistics, as well as information about the latest trends and challenges 
concerning the specific sector. Readers should not mistake this background information, however, as 
the main topic of analysis. An e-Business W@tch "sector report" is not a piece of economic research 
on the sector itself, but a study focusing on the use of ICT and e-business in that particular sector. 
The introduction to the sector is neither intended to be, nor could it be a substitute for more detailed 
and specific industrial analysis.  

The data presented in each sector’s overview are mainly derived from official statistics prepared by 
Eurostat, but are processed and refined by DIW Berlin. The purpose is to close the many gaps that 
occur in the official statistics, with missing data being imputed on the basis of extrapolations and own 
calculations.  

The mission of the e-Business W@tch is to monitor, analyse and compare the 
development of e-business in different sectors of the European economy – not the 
sectors themselves.  

Its objective is to provide reliable results, based on commonly accepted methodologies, 
which are not readily available from other sources and would trigger the interest of policy-
makers, researchers, and other e-business stakeholders for more in depth analyses (or 
statistical surveys).  

The e-Business W@tch has adopted a “wide-angle” perspective in its approach and the 
necessary trade-offs are transparently depicted in all its deliverables. 

 

The definition of sectors and the adequate level of aggregation 

Economic sectors constitute the main level of analysis for e-Business W@tch. In 2005, the sample 
consists of ten sectors. Their configuration and definition are based on the NACE Rev. 1.1 
classification of business activities.  

The rather broad aggregation of different business activities into sectors in 2002-2004 made it 
possible to cover a broad spectrum of the economy, but also caused some challenges for the analysis 
of e-business developments. For instance, it was hardly possible to focus on individual sub-sectors in 
much detail within a single sector report. The selection and definition of sectors proposed for 2005 
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reflect these concerns. Six out of the ten sectors proposed are sub-sectors that were part of 
(aggregated) sectors analysed in 2002-2004. The rationale for "zooming in" on former sub-sectors is 
that the broad picture for the whole sector is now available from previous sector studies, and that this 
seems to be the right time within the prospective life-cycle of the e-Business W@tch to focus the 
analysis on more specific business activities. 

The 10 sectors covered in 2005 were selected on the basis of the following considerations: 

· The current dynamics of electronic business in the sector and the impact of ICT and electronic 
business, as derived from earlier e-Business W@tch sector studies. 

· Interest articulated by the industry in previous years on studies of this type. 

· Policy relevance of the sector from the perspective of DG Enterprise & Industry. 

· Roll-out strategy of 2003: New sectors (not covered in 2002/03 and/or 2003/04) have been 
added, as well as specific industries which have only been covered as part of a larger sector in 
the past 

In 2005, the e-Business W@tch will also deliver four cross-sector studies. These Special Reports will 
focus on a particular e-business topic of interest across different sectors rather than on a single sector. 

The 10 sectors and 4 topics analysed in 2005 
The 10 sectors which are being monitored and studied in 2004/05 include seven manufacturing, 
construction and two service sectors. Four of these sectors (namely food and beverages, textile,  
machinery and equipment and tourism) were also covered in the previous years of implementation, 
while the other six were covered as part of (aggregated) sectors analysed during 2002-2004.  

Exhibit: Sectors and topics covered by e-Business W@tch in 2005 

 Sector Studies NACE Rev. 1 Publication date(s) * 

1 Food and beverages 15 July 2005 Sep. 2005 
2 Textile industry 17, 18 July 2005 
3 Publishing and printing 22 July 2005 Sep. 2005 
4 Pharmaceutical industry 24.4 July 2005 Sep. 2005 
5 Machinery and equipment 29 July 2005 Sep. 2005 
6 Automotive industry 34 July 2005 
7 Aerospace 35.3 Sep. 2005 
8 Construction 45 July 2005 Sep. 2005 
9 Tourism 55, 62.1+3, 92.3+5 Sep. 2005 

10 IT services   72 July 2005 Sep. 2005 
     

 Special Topic Reports    

A A User's Guide to ICT Indicators: Definitions, 
sources, data collection  

 July 2005 

B Overview of International e-Business 
Developments 

 July 2005 

C e-Business Standards and Interoperability 
Issues 

 Sep. 2005 

D ICT Security and Electronic Payments  Sep. 2005 

* There will be 1 report (in 2005) on 4 of the 10 sectors, and 2 reports on the other six.  
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Executive Summary 

Objectives of this study 

This report is one of four special studies published by e-Business W@tch in 2005, in addition 
to its sector studies. While sector studies present e-business developments from a specific 
industry's perspective, special studies focus on a particular ICT related topic, across sectors. 
This study has two objectives:  

· to investigate the incidence and pattern of damage from ICT security breaches and 
the extent of controls and other measures introduced by European enterprise to 
counter these threats;  

· to summarise evidence on the uptake of e-invoicing and e-payment activity among 
firms from the 10 sectors covered by the e-Business W@tch in 2005. 

Since security mechanisms, and concerns of trust, are important aspects in e-invoicing, and 
because the analysis of both issues is largely based on results of the e-Business Survey 
2005, the presentation of results on these areas has been integrated in one report. However, 
the topic of ICT security is broad and also covers areas that are not directly related to 
invoicing and payment processes. Therefore, the analysis is presented in two distinct parts 
that can be read and used independently from each other.  

Security incidents experienced by EU enterprises 

Results from the survey show that the mean time between security-related incidents with 
significant impact on an enterprise is well under 2 years in the most vulnerable sectors in 
Europe, such as tourism and IT services. Malicious software and unsolicited e-mail currently 
have the greatest impact, followed by failures of hardware or software and problems faced by 
providers of services to the enterprise, such as leased lines or Internet access. Though not 
by any means negligible in scale, the impact of employee misconduct or unauthorised 
access to systems is reported to be at much lower levels than damage from spam or 
component failure. Despite the evidently increasing burden of compliance with legislation and 
regulation, this aspect of economic impact is reported to be least frequent, although the 
overall cost is likely to be very high, and is concentrated in a minority of sectors. 

Incidence of damage from breaches of security and other security-related costs vary with 
size of enterprise, but the trends of incidence with size are mixed in direction. It is clear that 
in many cases the level of threat increases with size, e.g. with the number of staff employed 
or premises operated. At the same time, small enterprises are much less likely than large 
corporations to implement controls and other measures to reduce the impact of security 
threats. The opposing trends of threats and controls lead to the mixed picture in European 
enterprise overall, a picture which can hide real disadvantages faced by small organisations. 
For example, although the likelihood of employee negligence causing significant damage in 
any year is reported to be considerably lower in micro enterprises compared to larger 
organisations, the level of threat to micro organisations is very much smaller. It is estimated 
that damage could be reduced up to twenty-fold in cases such as these if means could be 
found to enable small organisations to counter the associated threats as effectively as larger 
organisations. 

From a sector perspective, enterprises in the IT services sector report the greatest number of 
incidents causing significant damage, nearly three times as many as in the construction or 
food & beverages sectors. Whereas the rate of incidence in tourism is nearly as high as in IT 
services, other sectors are in mid field. The automotive industry is an interesting case, 
exhibiting very low levels of incidence of both hardware and software malfunction. It is 
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probable that large manufacturers in the sector are being particularly effective at setting 
standards for hardware and software and ensuring that quality hardware/software solutions 
are introduced into and used throughout their supply chain. This would have the effect of 
improving the resilience of smaller enterprises in the sector to this kind of security threat, and 
it may well be that other sectors could learn lessons from the automotive industry. At the 
same time the sector was found to have a particularly high incidence of damage from 
spamming, and it appears that no sector can lay claim to universal best practice in avoiding 
damage from security-related threats. 

ICT security measures used by EU enterprises 

The analysis of security controls and other measures applied by European enterprises to 
counter security threats shows that basic components such as firewalls and secure servers – 
for those enterprises requiring these – already exhibit high levels of penetration. Major 
deficits in security controls in European enterprise are evident in the low levels of reported 
application of data encryption, which is generally regarded as essential in distributed and 
mobile computing environments. The yet lower levels of deployment of public key 
infrastructure could represent an obstacle in the evolution of interoperable solutions for many 
e-business processes, particularly those with strong contractual content such as the transfer 
and agreement of large liabilities. 

Given the importance of the human factor in breaches of security, the low proportion of 
enterprises reporting that they train their staff in security awareness, carry out risk 
assessment or, in particular, have put a security management system in place, should be a 
cause for concern among policy makers. Though the proportion of larger enterprises which 
have drafted disaster recovery plans and developed a security policy is over 70% (in each 
case), the picture is much bleaker among smaller businesses. Only 21% or 33% respectively 
of micro- and small enterprises report having an ICT security policy in place, despite strong 
consensus among security consultants and standards-setting bodies that such planning is 
essential in building a proper response to security threats. 

The lower levels of control deployment found in smaller enterprises have a clear economic 
foundation. The ability to profitably deploy resources in combating security threats tends to 
be a function of the size of a business, particularly where in larger enterprises key ICT 
functions are centralised. These economies of scale can be clearly seen in the behaviour of 
enterprises in respect of the security controls included in the survey. 

To simplify sectoral analysis, the underlying covariance structure was investigated and 
security controls and measures grouped along three principal factors: 'management and 
policy', 'secure components', and 'PKI (Public Key Infrastructure) and encryption'. The 
resulting picture by sector shows the clear dominance of enterprises in the IT services sector 
in the introduction of security controls in the areas of 'secure components' and 'management 
and policy'. Yet despite this leading position the incidence of damage is high for these 
enterprises, showing that the sector clearly faces some of the highest levels of threat. 
Fortunately, perhaps, enterprises in this sector can draw the know-how to select, implement 
and maintain secure systems from core business units, in contrast to other sectors. 

The strongest contrast with the behaviour of enterprises in the IT services sector is given by 
companies in food and beverages, textile industries, tourism and construction. These latter 
sectors score lowest on all three factors. At the same time, these sectors are among those 
with the smallest average size, from which follows that they have a particularly large 
proportion of small and micro enterprises, whose behaviour dominates the statistics.  

Adoption of e-invoicing  

In total, about 5% of all firms from the 10 sectors and 7 countries surveyed in 2005 reported 
using ICT systems for electronically invoicing their customers. Similarly, about 5% reported 


